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01X ®IZ

g, A% —%y ARy NU— 7 Beeias OFEH O, EEEES ORRE
RO B AR T DT DICH N IR AN — X2 T OFEEENE LTS, YA
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L0, %%ﬁi%b:%éﬁﬁ%ﬁbi%éo

AV T BRI ORIEEE ~ VAT T a N Z 0 a— W ONTHRY R R OWESS
MRS 2 G2 TORBRE L, EEEROY A N—tX2 U T (12 L CEFEZHEFEE
HT D, RUA X A%, BEBE~AT T, YA 3~k x2 U7 4 2EHIIZET
LoD OBRENCBI T HEM AL L, BREZ 015D A N—28 MESUTFESE T
LT, EREREZREL CEXa T I 00ERERMT 2L 2BK LTS

«\/I/;«/770>47L4’ N—t XU T4 @ﬁiﬂﬂ&(ﬁ?@ﬂ:ﬁ% BT 2 ERRE AR, BELEENN
RS DVERE 2 FEFEICHEFF T 27O ETH D, L L., BRI I 5 EREEs
®ﬁ4ﬂ—t%:)74LMéﬁ%ilﬂ TR -TED, IWWA IZE STV,

A IMDRF HA % v AL, EFEEGROV A N~ X2 U7 ([T HEEBEEE XD 7
DOANRFRNERRANT T 7T 4 AT 222N ETH, ALETIE, EH
PR OHEZFNEN 2EE O 3HICBWTERT S, 4HTIE, EFEEROY A —
X2 VT 4O REANZOWTHERL L, STEEKD 6 AT, ERESROT A A—kF
2 VT 4 ICET A HIRETE L TR EZEBICB T D5 XA N 7T 4 A2 TEL
OHELTHIA 2 FLBIURE I35, mw%%@_owfi T EE s RS
SEkT5, MREEHIZOWTIL, 2 CTOEMLEGRHE ICHT - HIEFHA TR T 5,

ASCEIT, IMDRF MERR L2 [EREESR O A N—t X2 U T IR L LTI DO A
HUATHDLN, EX2 VT 4IZOWTIRIALS KT 25 ETEH3 <X IMDRF X&E&
L C TIMDRF/GRRP WG/N47 FINAL: 2018] MZEF HiLb, ek slEIL, EFEMEEE LD
Ao 2 (In Vitro Diagnostic : IVD) [EMREIR ORGH L LG I W TR B TN &
AEHILELZRME L TWD, IO ORAREFLRE T EREEROET A 7 A 7L
(Total Product Life Cycle : TPLC) (2> T, KTA XL A LHIIBRTHZ ENEE
LW, ZOMoE#ETETHS IMDRF/SaMD WG/N12 FINAL: 2014) @ 9.3 IETlE,
BEEBETHEOEREX 2V 7 s OEBEHRIZOWTRI SN TEY , EF#ELS Y 7
k7 =7 (Software as Medical Device : SaMD) D5l X 2 U T 4 ITEST L% 50
HRNFE LD BN TWD,

I'N47 ® 5.8 THIZIX, RIEET 7 AL OR#EE, FREeX2V 7 4 KA NR—tX=2 T OEER
%*$Eﬂ$ﬁéh1k@ ERMSRDET A T A IS T, AHAF R LLIIBRT DL
DEE LU,
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2.0 1 A &5 FH

AET, B TOERMLEFREICHIT T, EREES (VD EEREESRZET) oA —tk
X2 UT 4T 5 —RIERNCAR D EANE 2 F L atsEmE, NS5 X2 k
T T 4 AT L EEERNE LTER S L, ACETIE, fEESE. LR
FTTaRA K RS R O — 2T T, B KT S B R L CE RS A
THRICEZ VG A NN—tX2 VT o VR T E2R/METHZ LICL D, EEKGRD
A N OWERE 2 HERE U, Mkefli 2 MR35 720 O BRI 7 MR FIH A D £ 29 T
WD, KIAH v ATIRREAVAT T Frag Z\2id, EFEENEGEND,

AKXETIE, 77— 02T kO TurI~rrnyyr7aryia—3%0Y 7y
T ERTHEEKEGS B X—RA A= BEAT) . XXV 7 U =7 HMTTHLE
T HERMSZE (B : SaMD) IZBT AV A N—tF 2 U T IOV THH I TV,
Z & EOHEIY R, Z OMERNERESR OL ML OPERICIRE S TWDH T,
ALEOMARAIL, BESOLEENRET D AEEMEICET2RFHIBESI N TS =
CICHBTOVNEND D, Bz, EEEEROMRICEEL 5 2 5, BARIEENCERE
ZRIFT, B LTS T2l UXRIRIZER DA N—k X 2 U7 ¢ U X713, KX
EOWAHP & B END, T—E T ITA N —DRES, TOMOMBEELEETHD
D, ARLETIHEHEHNORINT 5, S5, ACETH, fEEEOSERENICR
TEHHAN—X= VT ¢ 2 HEGEEN SR D, BEETOREEE O ) T
AT HRA NS T 7T 4 ZZDOWTUE, KEENAEEEIFSEFT (National Institute
of Standard and Technology : NIST) D% A N—t X2 UT 4 7 L —LT—7 BIEHRIR &
L COEEREEZRIZL TN 5D,

ALEFUTOFRHREZEX L TV,
o [EFMEIRORE L OBIRICEY 2 A X=X 2 U T ¢ 5tz A ie bz, VU
ARG R—=AT Ta—F AT 5,

o [EIRBEMM ORI SNDA~NATT A 77 0REMN, MLt X =2V T 1 25
1%?460

o FA Nk Fa VT E, BEEE LR T SO A e Y
GBI RE S5 A e T OBREOLRARLTHS = & 2 R#MT 5.

o TNHLOEBEICKHLT, WihT A 7V A 7 VORRIZHEY, BELEOI A7 %
w/MET DT OICA I R HERFIH A2 5,

o MEEATEHZRTALILC, EEEIEOY A NR—X2 T 4 2FRET A0, BEE
DRAKNTZT 7T 4 AZitd#d 5,
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PA A= X2 VT4 OA 2T b BELOWEBIEC >0 T, EIIEZ M LS
BRI &AL B 7D ICIREEBIE DR Y & — 2 BT 5,

mE. EFEESROBESAEORKNIS U T, BINORETFENRLIELRVGEL 2 &
ICHETOUEND D,

3.0 B

ALETHWDFZEMOERIL. LLTFICR LK., IFONZ IMDRF/GRRP WG/N47
FINAL: 2018 |Z #6425

3.1

3.2

33

34

3.5

3.6

3.7

3.8

BRE (Asset) : A, MBSUIBUTIC L » THEED & 5 . WP SULT ¥ Z 1 IBK
D> 7 47 4 (ISO/IEC JTC 1/SC 41 N0317, 2017-11-12)

W (Attack) : BFEOMEE, &iFE. &I, ERE, WA, IR I T\
WT 7 2L < IHMEHA R (ISO/MEC 27000:2018)

8 FF (Authentication) : =2 7 4 7 4 ORI O IE S M IZ BT 5 £ FE D FE 4
(ISO/IEC 27000:2018)

EIEME (Authenticity) : =27 4 7 1 OfF#&M: (ISO/IEC 27000:2018)

FEFRAS 5- (Authorization) : FFHEDAT 5., 7 — X M OMEREIC T 7 B AT 5 72D DFF
WA 5T 52 & aEte,  (SO27789:2013)

TERD 1 ISO 7498-2 DEFHR GEROfHE-, 77 2 AMEIZIESET 7 & ZADOMER] % £F
BE4AZ LxEDD) IChkT D,

AIAME (Availability) : BERTLH22 T 47 4 ~OT 7 & A KOER O FTEENE
(ISO/IEC 27000:2018)

fTE Y A7 a2y br— /L FBE (7B FB)  (Compensating Risk Control
Measure (Compensating Control)) : B§gReXFtO— L LTCEMBEIND U A7 a2 b
2=V FEOMRFLE LT, EENREMINLRWGEICEHA SN FED Y X
7 ay hua—/LFE (AAMI TIR97:2019)

EEAfsEr Y 27 ay ha— LR L L Cid, fEEEN BT 7 v 75— |
B KR XA — R 2R kSN B 0 15 D

BE#PE (Confidentiality) : 8P SN TWRUWMEAN, =T 47 4 T 7 rERIC
st LT, HHRA B RS, IS0 EM (ISO/IEC 27000:2018)
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WA 72 a5 D BA R (Coordinated Vulnerability Disclosure : CVD) : #2835 & Y
Z DM DOEAEFARE S, MEFHTEDBIRIZEET 2 U R 7 KT 2 72 DR E
RO DI DICREEF L1 L TIT ) 7 rk X (AAMITIR97:2019)

ERL: 207 a AiE, Mgtk & £ ORI 2 EHmO WS, ¥, R%
DIEFEN G D,

30 A N— X2 VT 4 FRE OV AT ARREREE (RIERT 7 v A, #FH,

3.11

3.12

3.13

3.14

3.15

3.16

3.17

3.18

3.19

B, Hr, o2, MREESE) 2 OIRESIN TR Y., HENME. satk. AT
THDVRINTA TH AT NVERIZIE S TZEARR L-IUICHERF S LTV DIk
fE, (ISO 81001-1)

B FMHE T (End of Life : EOL) : DT 4 794 7 icBnWT, flEEE >
EFNCEDETH MM 2B 2 R OBRGE A& T3 58, EOL &z =551z
ST, EX7R EOL 7t A (22— ~OlmneE) NEMIIND,

AR — bET (End of Support : EOS) : BED T A 744 7 iz nT, Bl
HNETOFR— MEBIZ P ILT 588, y—E X R—MI, ZOBEE2BL
AN

FANERE « AL 2B 25 IS O EARTERE O VEREIC W T RUESEH O E
L7oBRA 2 2 TR T SUTRMNDBE CTZ R A TERWY 27 24 U 5 MERE
(IEC 60601-1:2005+AMD1:2012)

B (Bxploit) : MEgsM 2B U THERIV AT L2OEX 2V T 4 2RETHT-OD
BHME 72 J71%  (ISO/IEC 27039:2015)

seatE (Integrity) : .7 —# DMERK., 56 XIIRAFE SNk, RIERFIEICLDY
R X I TV WRE (SO/IEC 29167-19:2016)

VT —EEEE (LT —#E28)  (Legacy Medical Device (Legacy Device)) : Hi
TEDH A S—F % 2 U T OBBUTKT LTI IR T X 22\ KRk

52851k (Non-Repudiation) : 784 L7=F% I 78, WICEN O ZFI X Z
Lz T 47 « Bl %8277 (ISO/IEC 27000:2018)

B G (Patient Harm) : HRE O ) 2 KRG E X fEFERE 2 (ISO/IEC Guide
51:2014 % —HRA )

77 A4 N2 — (Privacy) : fAANIZEST %7 — & OilafE X I3EVE R INE K OME A IC
B3 B FAAETE X IE NN RE T DR A 22 & (ISO/TS 27799:2009)
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320 & (Threat) : bBF=2UT 4 2REL, AELGISEILEORI., &H. 178

3.21

3.22

3.23

3.24

3.25

NIFEENGFET I EOEX 2 U7 @K O ARENE (ISO/IEC Guide 120)

BT TV 7 (Threat Modeling) @ 7 — & OffEE, JHK, S AT —EX4E
BEDHTY AT MMSEELR RITTAREEOH RN T ELEZH LN T 5720
DA ~7 v+ 2 (ISO/IEC/IEEE 24765-2017 7> 525 8)

7> 77—k (Update) : [EFEMIRY 7 N =T 255 L LIZEE, T, @5
PeESLE (Al Y Y

JEGD 1: ISO/IEC 14764:2006 (ZHET 5 Y 7 b U = THRSHEENZAH KT 5,
HERL2: 7Ty 7 T — MZiE, Ny FEOREELEENEGEEND,

FERC 30 WISk OE 2 BIZ BT 2 A FITRGHERRFIC 2o 72 Y 7 b U =T OWR
ThH D,

AU F— g (Validation) : FBAIREHLAZRTT 2 2 LIk T, BT 5
AT @EHICET2ERFENWB I TWDL I 2RI HZ L (ISO
9000:2015)

HEiL 1 "N F—REAR" LT, N T =g UNE T L TWDREERT,
HERE2r NUTF— g U3, EBRE IRERERE CEE SN D,

MRGE (Verification) : BEIBJGFILAZ IR RT 5 Z LIC K- T, BEERFHEMNG -
SNTWDHZ L EMERT HZ & (ISO/EC Guide 63)

W 1. BEED-DICLERRBIFLE LT, BEEEDIZ). BIEIC L 53
HNILEDL 2 —5DfRTHDLZLND D,

TERD 2: BEED T DIATONDIEENT, BEEET 2B XA EMEIND Z 3 H 5,
HERD 3 "RRAEE A" S, BEENE T LTV DIREA RT,

Mag5tE  (Vulnerability) : —2LPL EOFBIZ L > TEHA I D AHEMEDO H 5 EHE X
IEFR 05945 (ISO/IEC 27000:2018)

4.0 —f&JE Al

ARIATIE, EREESEBRZE, Bifl. (M, BT 2 BRICEERRE D RET &, ER
WDV A N— X2 VT 4 IZT 5 —xfastFEll 2=, KUA X 20eRzEl
TN TWD ERZFEANT, EREGORENRY A NN—kX2 T s Z2m LSED

2020/3/18 Page 9 of 51



IMDRF/CYBER WG/N60FINAL:2020

ZOICHEETHY . ZHUTHED 28T, BADLREEZMHRT 2 L TARBRPRER LN
L ENHITFEN D,

4.1 [EERES

ERHEa O A N—t X2 T 1%, EEMNICEESINTWDS, X207 DA
T ME, B L ITBEOBE A E S & 2T, MEsOLER MRS E T, REE
IR E G525, BEORERMOFAEY T D Z LEHIZL-o T, HHRFO~L RS
T VAT AOBREREEGEDTARENRDH D, TANN—tFX= U T 1 IZk3 DH A
DOEEIESIX, 1/ X—Ta 2L, ZEeTHRNRERKGZ B2 EED
BRI AIRE L 35 L 3Ric, BEBEL 2O Z R T D12OICHNETH DL, ETOHE
BB L., EEEEBEOET A 7V A I NVIZE ST A N —8 % 2 U T ¢ 3t 2 [E BRI
BEELTERERIEND, i, ARG, BEEESROET A T A IV EE L
7RI R A b, EBFEEERO TR 7 RS RO R EEIC R D BEORETA,
TEILs . HIRBIEENCET 2B A1 E £ 5,

42 BES ATV A I NVDOEE

A N—t X2V T  OBBIOWEFECRET 2 U A7 1%, YIHEEEME2S EOS 2
ED, EREEOMUEEMIETIETOEMEZBEL THRFTL2ZENEE LY, A
Nt X2 U7 ¢ OBFEZ SV RICEE T 2720120F, VA7 ~vx A M afl,
DETATHA TNV THEA L, 5xil, hE, SBRE OTIREEREEOFERRICE
WTHANRN—tX 2T 0 URTEZFMBEOERT DI ENLEE LU,

BEMNEYX2 VT 4 EDONT U RAEKDZ LB NETHD, BEEHEIT. VA —t
X2 T 4Dy bo—) LK OERR & fHAOATe RS R s D 222 K ONFEATERE
T A L REETH D,

43 HEFEEME

EREGS OV A N—t X2 U T 41F, BEEH, ~V AT T T a2 Rl R AT
Magattsg RA OEFEETH D, ETOERMERRE L, EREGOET A 74 7 v %
WBLT, BENRYPAN—FX 2T 1 ) X7 ROEEZ MR, B, #A.
THHILE, ST 5700, B OHREZEM L, OB EBRE & mEIHEE T 50
VAROYAR

44 FEHRILH

YA NR—=X2 U T 4 ([ZETAHEROIERIT, TS 27 RERKERTEHT L7
DO TPLC 7 7 —F OHMFAITH D, A "\—tX2 VT DEFREHET L0,
B COREFERE D, TIRETE NTIRZ SRR R ST 2 2 E DB I b, Bk
SHERNIEEEINDZ EICL ST, ETOERMYFEN, GREFEL, BET 25U X
7 EFHE L. FRUCEERST DO RKIET S, TO—RELT, £2TCOE
ERMRE L., EREESR N OB T D~V AT T A 7 7 OmeM, e, 22tk Ot
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Fa2 VT ATRBELRLIVAN—EX2 T 4 DA T2 b BRKL OIS
LMK 2=l —a el 5720, FlILA SRS (Information
Sharing Analysis Organizations : ISAOs) (ZFEMBAYICSINT 2 Z L EfI SN D, 2D X
5@@@@@%?‘?5\_&'( EMEZ N ESHEH T ENTED, RANT T T4 RE
BRhS o 9 —OOFRIAFIES LT, B REsmEoRRNZE T 65,
if_ HEEE DB TR ASNVATT T a g Z JROERESR T — ISR o —
AT L2 L, == /7\7‘A ko’(%ﬂﬁf‘kfﬁw 325, BEIERICIE, BEZ4e
ZEEEICIRE L, MR 272012, WA OHBIY R EIHFRILE T2 L s s,

5.0 EEMIRY A X—F X2V T 0 OFHIKETE EEE

EPEIEDOT A N—t X2 VT 1%, 8O T A TV A4 7NV ES THRHTAHZ LN
FE L., MEEEDEEELS @mwm®mﬁ&W&U%%¢Kﬁm#&%E%ﬁ%$
W%, TIRATOERITIZ, 1) BF =2 U 7 1 HaE ICHHAIATe Z b 2) XA TE
59%77*9%Vb$%%ﬁ%¢5:k\@t%29%4ﬁﬁ\@%%%%t%n
TIEH T 5720 02—k 5 H 8 0 5 IR X N ARG B O 72 0 O FH i 2 1 32
THZENGEND, BEER T, RO HRATEREZREST28. BEKL-EB0 D
ﬂ%%ﬁmmz\é@%m%%ﬁ%&%@%@v+9ﬁ%@%?5:&ﬁ%&Lwou
TOEETIZ, ZnbOEEEMRT 5 &4, ®ET A4 794 7 VO IETEMEC
D BIEEFE ~OHESEEEZFIRT 5, &h E%%W/7bﬁm?@747%4&w
IHEhZ, TEC 62304:2006/AMD 1:2015 ICHES N TV 5

51 &¥a )7 EREEROT —F7 7 F X Rt

EBEET Y U RHEBEETH A NRN— X2 U T o ITHEBAICKHS T A2 Lk o T
SZEN R THIRBIEEN O A 21T 9 L0 L RBELEOFREMZ X VEMT 5 Z LN AETH
Bo ZOXIREGA 7y MR, BURFHOMIE, BRI S TR & OV IR
BOY AT <32 A MRHGE, GO T A 7Y% A4 7 VEE LT EA BRIV TEHE
i =D,

X VT A BERFEHYG, T4 7Y A Z VOG0 X OBERFHIG OB THRE
THZENEELY, EX a2 VT 4 ERFEL X2V T4 VRT3 o —/LFEk
DIEHRILE L TiE. AAMI TIR 57:2016. IEC TR 80001-2-2, IEC TR 80001-2-8, ISO
27000 >V — X, NIST fliT# (¥ =27 Y7 bU=THE 7L —L T —7 (Secure
Software Development Framework : SSDF) %) . OWASP FliT7# GXEHRANZHE S &
Fa2UT %) | ENISA FlATH), KE~V R 7T KON RAETE ST B Wi 1) ok =

(Healthcare and Public Health Sector Coordinating Council : HSCC) &Rl A /X—t& % =
V75 4 U—x%27 71— (Joint Cyber Security Working Group : JICWG) DOTHIITH (&
A= U7 3l F1dH 5,

MEEE N HAR S ORFTEET LI ZENEE LWRHIFERIZER 1IRLZ, AL,
F1NIRERV A NEE®RKTHLOTIEHARLS ., HBLLETHHRTH D,
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7.1
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7.2
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11.

12.

IMDRF (&

Software as a Medical Device: Possible Framework for Risk Categorization and
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

Essential Principles of Safety and Performance of Medical Devices and IVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

ks

AAMI TIR57:2016 Principles for medical device security—Risk management

AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management
for device manufacturers

IEC 60601-1:2005+AMD1:2012, Medical electrical equipment - Part 1: General
requirements for basic safety and essential performance

IEC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

IEC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices

IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical
device security needs, risks and controls

IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating
medical devices — Part 2-8: Application guidance — Guidance on standards for establishing

the security capabilities identified in IEC 80001-2-2

ISO 13485:2016, Medical devices — Quality management systems — Requirements for
regulatory purposes

ISO 14971:2019, Medical devices — Application of risk management to medical devices
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ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating
medical devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery
Organizations (HDOs) on how to self-assess their conformance with IEC 80001-1

ISO/IEC 27000 family - Information security management systems

ISO/IEC 27035-1:2016, Information technology — Security techniques — Information security
incident management — Part 1: Principles of incident management

ISO/IEC 27035-2:2016, Information technology — Security techniques — Information security
incident management — Part 2: Guidelines to plan and prepare for incident response

ISO/IEC 29147:2018, Information Technology — Security Techniques — Vulnerability
Disclosure

ISO/IEC 30111:2013, Information Technology — Security Techniques — Vulnerability
Handling Processes

ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products,
Part 1: General Requirements

UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems
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ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle
(July 2019)

China: Medical Device Network Security Registration on Technical Review Guidance
Principle (January 2017)

European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017)

European Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017)

FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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27. FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

28. FDA: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

30. Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018)

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)
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34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

35. TGA: Medical device cybersecurity - Consumer information (July 2019)

36. TGA: Medical device cybersecurity guidance for industry (July 2019)

37. TGA: Medical device cybersecurity information for users (July 2019)

74  FOMOER KOS E CTHR

38. CERT® Guide to Coordinated Vulnerability Disclosure
https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 _001_503340.pdf

39. The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

40. NIST’s Secure Software Development Framework (SSDF)
https://csrec.nist.2o0v/CSRC/media/Publications/white-paper/2019/06/07/mitigating-risk-of-
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-

vulns-draft.pdf

41. Medical Device and Health IT Joint Security Plan (January 2019)
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf

42. MITRE medical device cybersecurity playbook (October 2018)
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https://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and

MITRE CVSS Healthcare Rubric
https://www.mitre.org/publications/technical-papers/rubric-for-applying-cvss-to-medical-
devices

Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP)
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

Open Web Application Security Project (OWASP)
https://www.owasp.org/index.php/Main Page

Manufacturer  Disclosure  Statement for Medical Device Security (MDS?)
https://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-
Device-Security.aspx

ECRI approach to applying the NIST framework to MD
https://www.ecri.org/components/HDJournal/Pages/Cybersecurity-Risk-Assessment-for-
Medical-Devices.aspx

National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the
NTIA Awareness and Adoption Group

https://www.ntia.doc.gov/files/ntia/publications/2016_ntia_a_a_vulnerability disclosure_insi

ghts_report.pdf

https://republicans-energycommerce.house.gov/wp-content/uploads/2018/10/10-23-18-
CoDis-White-Paper.pdf

https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 503340.pdf
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8.2 MBEB: BN HEHEHEOBRRIZET AEHIKDOY V—2

F—=AMZ VT
CERT Australiac (CERT A — A& ~Z U 7)
https://www.cert.gov.au/

AusCERT
https://www.auscert.org.au/

7TV
All Certs in Brazil(7 7 ¥ /V[EIN® CERT —&)
https://www.cert.br/csirts/brazil/

NFE
Canadian Centre for Cyber Security(% & A N—t X2 U7 1 ¥ —)
https://www.cyber.gc.ca/

R
CERT European Union(CERT R H# &)
https://cert.europa.eu

AT AV
ANSM
https://ansm.sante.fr/

https://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(~7 7 > A JEA45)
https://solidarites-sante.gouv.fr/soins-et-maladies/signalement-sante-gouv-fr/

Shared Health Information Systems Agency(IE A [EFIE W S A 7 AJT)
https://www.cyberveille-sante.gouv.fr/

ANSSI - National Agency for Information Systems Security(EFFH T AT LEFX 2 U T o

I7)
https://www.ssi.gouv.fr/en/

R4
CERT Germany(CERT R~ )
https://www.cert-bund.de/

AFZYT
https://www.csirt-ita.it/
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HA
Japan Computer Emergency Response Team/Coordination Center(JPCERT = —F 4 £ — 3/ =

> & % —JPCERT/CC)
https://www.jpcert.or.jp/vh/top.html or https://www.jpcert.or.jp/english/

T R—)V
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

KE
Industrial Control Systems CERT(PE € Hil4#l 2 A2 7 2 CERT:ICS-CERT)

https://www.us-cert.gov/ics

US CERT(CERT k[H)
https://www.us-cert.gov/
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